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Ten best practices in countering terrorism

 

Geneva, 9 Feb (Kanaga Raja) -- The United Nations Special Rapporteur on the promotion and protection of human rights and fundamental freedoms while countering terrorism has advocated ten "best practices" in countering terrorism, as concrete models for wider adoption and implementation by Member States.

 

The compilation of these best practices is the outcome of an analysis undertaken by Special Rapporteur Mr Martin Scheinin on the basis of his work conducted over almost six years and involving various forms of interaction with multiple stakeholders.

 

The ten best practices, which also draw upon existing and emerging practices in a broad range of States as well as international treaties, resolutions adopted by international organizations and the jurisprudence of international and regional courts, are laid down in a report by the Special Rapporteur to the sixteenth session of the UN Human Rights Council beginning later this month.

 

According to the report by the Special Rapporteur (A/HRC/16/51), "best practice" refers to legal and institutional frameworks that serve to promote and protect human rights and the rule of law in all aspects of counter-terrorism. It refers not only to what is required by international law, including human rights law, but also includes principles that go beyond these legally binding obligations.

 

The identification of best practice is based upon three criteria: (a) a credible claim that the practice is an existing or emerging practice, and/or one that is required by, or has been recommended by or within, international organizations, international treaties or the jurisprudence of international, regional or domestic courts; (b) the practice relates to and promotes the effective combatting of terrorism; and ( c) the practice complies with human rights and/or promotes the enjoyment of human rights and fundamental freedoms.

 

In advocating the ten selected best practices in the report, the Special Rapporteur said that he is not suggesting that all Member States should take a uniform approach. Rather, he believes that the ten best practices should be adopted and implemented in a form that takes into account the fundamental principles of each State's legal system.

 

Together with the responsibility of States to protect those within their jurisdiction from acts of terrorism, States have an obligation to comply with international law, including human rights law, refugee law and humanitarian law, says the report.

 

These legal obligations stem from customary international law, applicable to all States, and international treaties, applicable to States parties. Compliance with all human rights while countering terrorism represents a best practice because not only is this a legal obligation of States, but it is also an indispensable part of a successful medium- and long-term strategy to combat terrorism, it adds.

 The first area of best practice concerns consistency between counter-terrorism law - whether as separate pieces of legislation or as part of "ordinary" laws, such as the inclusion of terrorism offenses within the criminal code of a country - and human rights and refugee law, as well as, when applicable, humanitarian law. Consistency is essential for both existing and future laws.

 

The Special Rapporteur formulated the template provision below concerning the enactment, amendment and interpretation of counter-terrorism laws:

 

PRACTICE 1. MODEL PROVISIONS ON CONSISTENCY OF COUNTER-TERRORISM LAW WITH HUMAN RIGHTS AND REFUGEE LAW, AND HUMANITARIAN LAW

 

"All legislation relating to the combatting of terrorism is subject to the following guarantees and procedures:

 

"1. Proposals for new legislation or amendments to existing laws shall include a written statement bringing to the attention of the Legislature any provision in the proposal that appears to be inconsistent with the purposes and provisions of norms of international human rights and refugee law that are binding upon the State.

 

"2. The Legislature shall, through a specialized body or otherwise, review and ensure that any law approved by it conforms to the norms of international human rights and refugee law that are binding upon the State.

 

"3. The judiciary shall be entrusted with ensuring that laws do not breach norms of international human rights and refugee law that are binding upon the State. In discharging this duty, the courts shall apply the techniques available to them under the Constitution, such as: (a) Adopting an interpretation of the law that is consistent with the purposes and provisions of norms of international human rights and refugee law that are binding upon the State; (b) Declaring that part of the law is without legal effect; ( c) Declaring that the inconsistent law is to be of no force or effect, either with immediate effect or after a period of time that allows the Government to take remedial steps.

 

"4. If the State is involved, as a party, in an ongoing armed conflict, the above provisions shall apply also to securing compliance with principles and provisions of international humanitarian law, without prejudice to the obligation to comply with international human rights and refugee law."

 

Besides ensuring that counter-terrorism law is consistent with human rights, the conduct of agencies involved in the countering of terrorism must be in compliance with human rights and refugee law, and applicable principles and provisions of international humanitarian law. Where the law relating to terrorism confers discretionary powers upon public agencies, adequate safeguards, including judicial review, must exist for the purpose of ensuring that discretionary powers are not exercised arbitrarily or unreasonably, said the human rights expert.

 While the privatization of counter-terrorist functions, such as security measures at checkpoints, should be avoided, such privatization, where it occurs, should include the same level of accountability as for conduct by State agents.

 

The Special Rapporteur therefore formulated the template provision below concerning the consistency of State and private counter-terrorist conduct with human rights law:

 

PRACTICE 2. MODEL PROVISION ON CONSISTENCY OF COUNTER-TERRORISM PRACTICES WITH HUMAN RIGHTS AND REFUGEE LAW, AND HUMANITARIAN LAW

 

"In the application and exercise of all functions under the law relating to terrorism, it is unlawful for any person to act in any way that is incompatible with the purposes and provisions of international human rights and refugee law that are binding upon the State. In this regard:

 

"1. The exercise of functions and powers shall be based on clear provisions of law that exhaustively enumerate the powers in question.

 

"2. The exercise of such functions and powers may never violate peremptory or non-derogable norms of international law, nor impair the essence of any human right.

 

"3. Where the exercise of functions and powers involves a restriction upon a human right that is capable of limitation, any such restriction should be to the least intrusive means possible and shall: (a) Be necessary in a democratic society to pursue a defined legitimate aim, as permitted by international law; and (b) Be proportionate to the benefit obtained in achieving the legitimate aim in question.

 

"4. If the State is involved, as a party, in an ongoing armed conflict, the above provisions shall apply also to securing compliance with principles and provisions of international humanitarian law, without prejudice to the obligation to comply with international human rights and refugee law."

 

To the greatest extent possible, counter-terrorism law and practice must be consistent with the principle of normalcy. Counter-terrorism measures should, to the broadest possible extent, be entrusted to civilian authorities whose functions relate to combatting crime and whose performance of counter-terrorism functions is pursuant to ordinary powers. This also applies to the prosecution and trial of terrorist offenses, which must generally take place before ordinary courts, said the Special Rapporteur.

 

He noted that many States include mechanisms for the regular review of counter-terrorism laws and practices; some States also include "sunset clauses" requiring the renewal of laws or of certain provisions within their counter-terrorism law.

 

"Regular review and the use of sunset clauses are best practices helping to ensure that special powers relating to the countering of terrorism are effective and continue to be required, and to help avoid the ‘normalization' or de facto permanent existence of extraordinary measures."

 

The Special Rapporteur accordingly formulated the template provisions below as areas of best practice in the fight against terrorism:

 

PRACTICE 3. MODEL PROVISIONS ON THE PRINCIPLES OF NORMALCY AND SPECIFICITY

 

"1. To the broadest possible extent, measures against terrorism shall be taken by the civilian authorities entrusted with the functions related to the combatting of crime, and in the exercise of their ordinary powers.

 

"2. Unless a state of emergency has been officially declared because terrorism genuinely threatens the life of the nation and requires the adoption of measures that cannot be undertaken through restrictions already permitted under international human rights law, terrorism does not trigger emergency powers.

 

"3. Where the law includes particular provisions that, for a compelling reason, are considered necessary in combatting terrorism and entrust certain authorities with specific powers for that reason, the use of such powers for any purpose other than the combatting of terrorism, as properly defined pursuant to practice 7, is prohibited."

 

PRACTICE 4. MODEL PROVISIONS ON THE REVIEW OF THE OPERATION OF COUNTER-TERRORISM LAW AND PRACTICE

 

"1. Where specific counter-terrorism powers have been created pursuant to practice 3 (3), they shall lapse 12 months after their entry into force, unless the Legislature reviews and renews them before that date.

 

"2. The Executive shall appoint a person or body to act as independent reviewer of the application and operation of the law relating to terrorism. The person so appointed shall, at least every 12 months, carry out a review of the operation of the law relating to terrorism and report the findings of such review to the Executive and the Legislature.

 

"The report shall contain an opinion on:

 

"(a) The implications of any proposed or recent amendments or additions to the law relating to terrorism, including an opinion on whether these are compatible with international human rights and refugee law that is binding upon the State, as well as, when applicable, principles and provisions of international humanitarian law;

 

"(b) Whether the application in practice of the law relating to terrorism, during the period of review, has been compatible with international human rights and refugee law that is binding upon the State, as well as, when applicable, principles and provisions of international humanitarian law."

According to the Special Rapporteur, it is vital that those whose rights have been violated by counter-terrorism law and practice have free access to seek effective remedies, including in respect of privatized counter-terrorist functions. It is widely acknowledged that any individual who believes that his or her rights have been infringed must be able to seek redress, and should be able to do so by bringing a complaint to a court or oversight institution, such as an ombudsman, human rights commission or national human rights institution.

 

Remedial provisions should be framed in sufficiently broad terms so as to enable effective remedies to be provided according to the requirements of each particular case, including, for example, release from arbitrary detention, compensation and the exclusion of evidence obtained in violation of human rights.

 

As a minimum safeguard for the provision of effective remedies, the Special Rapporteur formulated the template provision below as a best practice in the fight against terrorism:

 

PRACTICE 5. MODEL REMEDIES PROVISION

 

"Any person whose human rights have been violated in the exercise of counter-terrorism powers or the application of counter-terrorism law has a right to a speedy, effective and enforceable remedy. Courts shall have the ultimate responsibility to ensure that this right is effective."

 

Addressing the rights of the victims of terrorism represents a best practice not just because it assists the victims of terrorism to rebuild their lives, but can also help to reduce tensions in society that might themselves result in conditions conducive to recruitment to terrorism, said the human rights expert.

 

The Special Rapporteur formulated the template provision below as a best practice in the fight against terrorism:

 

PRACTICE 6. MODEL PROVISIONS ON REPARATIONS AND ASSISTANCE TO VICTIMS

 

"1. Damage to natural or legal persons and their property resulting from an act of terrorism or acts committed in the name of countering terrorism shall be compensated through funds from the State budget, in accordance with international human rights law.

 

"2. Natural persons who have suffered physical or other damage or who have suffered violations of their human rights as a result of an act of terrorism or acts committed in the name of countering terrorism shall be provided with additional legal, medical, psychological and other assistance required for their social rehabilitation through funds from the State budget."

 

Counter-terrorism laws, policies and practices must be limited to the countering of terrorism, as properly defined. The approach taken by most States is to link terrorist offenses to a stand-alone definition of "terrorism", a "terrorist act", "terrorist activity" or similar terms, said the Special Rapporteur.

 

Such definitions are very often also linked to the listing of proscribed organizations (either in conjunction with, or as a supplement to, the Consolidated List of the United Nations); powers of arrest, questioning and investigation; alterations in the rules concerning detention and trial; and administrative measures, such as deportation procedures and the forfeiture of property.

 

"The adoption of overly broad definitions of terrorism therefore carries the potential for deliberate misuse of the term - including as a response to claims and social movements of indigenous peoples - as well as unintended human rights abuses. Failure to restrict counter-terrorism laws and implementing measures to the countering of conduct which is truly terrorist in nature also pose the risk that, where such laws and measures restrict the enjoyment of rights and freedoms, they will offend the principles of necessity and proportionality that govern the permissibility of any restriction on human rights," said the Special Rapporteur.

 

In the absence of a universally agreed upon, comprehensive and concise definition of terrorism, counter-terrorism laws and policies must be limited to the countering of offenses that correspond to the characteristics of conduct to be suppressed in the fight against international terrorism, as identified by the Security Council in its resolution 1566 (2004), paragraph 3.

 

The Special Rapporteur took the view that a definition of terrorism that goes beyond the following would be problematic from a human rights perspective, and therefore formulated the definition of terrorism below as a best practice in the fight against terrorism:

 

PRACTICE 7. MODEL DEFINITION OF TERRORISM

 

"Terrorism means an action or attempted action where:

 

"1. The action:

 

"(a) Constituted the intentional taking of hostages; or (b) Is intended to cause death or serious bodily injury to one or more members of the general population or segments of it; or ( c) Involved lethal or serious physical violence against one or more members of the general population or segments of it; and

 

"2. The action is done or attempted with the intention of: (a) Provoking a state of terror in the general public or a segment of it; or (b) Compelling a Government or international organization to do or abstain from doing something; and

 

"(3) The action corresponds to: (a) The definition of a serious offense in national law, enacted for the purpose of complying with international conventions and protocols relating to terrorism or with resolutions of the Security Council relating to terrorism; or (b) All elements of a serious crime defined by national law."

 

On the issue of incitement to terrorism, the Special Rapporteur formulated the model offense of incitement to terrorism below as a best practice in the fight against terrorism:

 

PRACTICE 8. MODEL OFFENSE OF INCITEMENT TO TERRORISM

 

"It is an offense to intentionally and unlawfully distribute or otherwise make available a message to the public with the intent to incite the commission of a terrorist offense, where such conduct, whether or not expressly advocating terrorist offenses, causes a danger that one or more such offenses may be committed."

 

On the listing of terrorist entities, the Special Rapporteur noted that States take different approaches to the designation of, and criminalisation of conduct linked to, terrorist groups. Many countries include a mechanism by which entities that are listed in the Consolidated List of the United Nations are also automatically listed by the domestic law of the country.

 

He said that he has on several occasions expressed the view that, as long as there is no independent review of listings at the level of the United Nations, there must be access to domestic judicial review of any domestic implementing measures pertaining to persons on the Consolidated List.

 

Even with the enhanced procedures for listing at the level of the United Nations, and the appointment of an Ombudsperson, the Special Rapporteur remains concerned about procedural inadequacies of the listing and de-listing process for the Consolidated List.

 

The Special Rapporteur identified the elements below of a best practice concerning the listing of terrorist entities:

 

PRACTICE 9. CORE ELEMENTS OF BEST PRACTICE IN THE LISTING OF TERRORIST ENTITIES

 

"Irrespective of the continued existence of the practice of the Security Council to list individuals or entities as terrorist, the implementation of any sanctions against individuals or entities listed as terrorist shall comply with the following minimum safeguards:

 

"1. Sanctions against the individual or entity are based on reasonable grounds to believe that the individual or entity has knowingly carried out, participated in or facilitated a terrorist act (as properly defined pursuant to practice 7 above);

 

"2. The listed individual or entity is promptly informed of the listing and its factual grounds, the consequences of such listing and the matters in items 3 to 6 below;

 

"3. The listed individual or entity has the right to apply for de-listing or non-implementation of the sanctions, and has a right to court review of the decision resulting from such application, with due process rights applying to such review, including disclosure of the case against him, her or it, and such rules concerning the burden of proof that are commensurate with the severity of the sanctions;

 

"4. The listed individual or entity has the right to make a fresh application for de-listing or lifting of sanctions in the event of a material change of circumstances or the emergence of new evidence relevant to the listing;

 

"5. The listing of an individual or entity, and the sanctions resulting from it, lapse automatically after 12 months, unless renewed through a determination that meets the requirements of items 1 to 3 above; and

 

"6. Compensation is available for persons and entities wrongly affected, including third parties."

 

The arrest, detention, interrogation and subsequent treatment of terrorist suspects may involve, and has in the past involved, the violation of several human rights and fundamental freedoms. One of the most insidious forms of violation in counter-terrorism operations has been the use of secret or unacknowledged detention, which is prohibited under international law by human rights and humanitarian law norms that may not be derogated from under any circumstances. Persons arrested or detained must be given the benefit of legal assistance of their choosing, and informed of that right, said the Special Rapporteur.

 

The prohibition against torture or any other form of cruel, inhuman or degrading treatment is absolute and non-derogable and applies to the treatment of any person within the power or effective control of a State, even when not situated within the territory of the State. In no circumstances whatsoever is such treatment justified, and States must take measures to effectively prevent, detect and, if detected, prosecute those responsible for all instances of such treatment, he added.

 

In this context, the Special Rapporteur formulated the following best practice concerning the arrest and interrogation of terrorist suspects:

 

PRACTICE 10. CORE ELEMENTS OF BEST PRACTICE IN THE ARREST AND INTERROGATION OF TERRORIST SUSPECTS

 

"1. Any form of secret or unacknowledged detention is prohibited.

 

"2. Every person has the right to contact a lawyer of his or her choice from the moment of arrest or detention. The scope of such choice may be restricted for genuine reasons of national security.

 

"3. Any form of torture or other cruel, inhuman or degrading treatment or punishment is prohibited. Compliance with this prohibition shall be effectively monitored.

 

"4. Information obtained through torture or other cruel, inhuman or degrading treatment or punishment, anywhere in the world, shall not be used in any proceedings and shall never be solicited or condoned.

 

"5. Anyone arrested as a terrorist suspect who would face a real risk of torture or other cruel, inhuman or degrading treatment or punishment shall enjoy the right of non-refoulement, and may not be extradited, expelled or otherwise formally or informally removed to a country or area if the foreseeable consequence of that measure is the person's exposure to such a risk." 
 

 

